MamaTtka gna odyyvarowmxcsa 06 nHpopmaLMoHHON 6e3onacHOCTU
Henb3s

1. BceM noapsia coobliaTb CBOK YacCTHYIO MHGOPMaUmo (HacToswme uMsl, aMunuio,
TenedoH, aapec, HOMep LWKOSbI, @ Takxke (oTorpacdmmn cBoM, CBOEN CEMbU U ApPY3en);

2. OTKpbIBaTb BIOXEHHbIE (haiinbl 3/IEKTPOHHOM NOYThI, KOrZa He 3Haellb OTNPaBUTENS;
3. Tpybutb, NpuanpaThCs, OKasblBaTb AABNEHME - BECTU CeOS HEBEXIMBO U arpeccBHO;

4. He pacnopsikancs aeHbramm TBOen CeMbi 6€3 pa3peLleHmnst CTapLlumx - BCeraa crnpalumBa
poauTenen;

5. He BcTpeyvaica ¢ IHTEPHET-3HAaKOMbIMU B PEANTIbHOM XXWU3HW - NOCOBETYWNCS CO B3POC/IbIM,
KOTOPOMY [10BEPSIELLb.

OcTopoXxHO
1. He Bce nuwyT npaeay. YuTtaews o cebe Henpasay B MHTepHeTe - coobLum 06 3ToM CBOMM
poaMTensM Unn oneKkyHaw;

2. TpuvrnawaroT nepenuceiBaTbCs, Urpatb, 0OMeHnBaTbCS - MPOBEPb, HET M NOABOXA;
3. HesakoHHOe konupoBaHue daiiioB B IHTEpHETE - BOPOBCTBO;
4. Bcerpa paccka3sbiBav B3pOC/biM O MpobnemMax B CETU - OHM BCerga noMmoryT;

5. Wcnonb3yi HacTpoviku 6€30nacHOCTM M NPUBATHOCTU, YTOBbI HE NOTEPSITb CBOM aKKayHTbl B
couceTax 1 Apyrux nopranax.

Mo>XHO
1. YBaxxaln Apyrux nonb3oBaTeneun;

2. nO)'Ib3yeLIJbC$| MHTepHeT-VICTOl-IHMKOM = p,enaﬁ CCblJIKY Ha HEro,
& OTKprBal\/II TOJIbKO TE€ CCblJIKUA, B KOTOPbIX YBEPEH;,

4. 06LaTbCcs 3a NOMOLLbIO B3POC/IbIM - POAMTENM, ONEKYHbI M aAMUHUCTPaLIMSA CaUTOB BCeraa
rnomoryT

MHdopMaumoHHan namaTKa ans o6yyalowmxca Ansa pasMeLleHus Ha opuumanbHbIX
UHTepHeT-pecypcax

Cetn WI-FI

Wi-Fi - 3To He BMA nepefayn AaHHbIX, HE TEXHONOrMs, a Bcero nuwb 6peHa, mapka. Ewe B
1991 rogy HwuaepnaHAckass KoMnaHusa 3apeructpupoBana 6peHag "WECA", uto o0603Ha4ano
cnoBocoyeTaHue "Wireless Fidelity", koTopbin nepeBoanTcs Kak "6ecnpoBoaHasi TOYHOCTb".

[lo Hawero BpemMeHu powna gpyras abbpeBuaTypa, KOTOpasi SIBNSIETCS TaKoOM ke
TexHonornen. 31o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue 6bl0 AaHO C HAaMEKOM Ha CTaHaapT
BbICLLEN 3BYKOBOWM TexHWKW Hi-Fi, 4To B nepeBofe 03HayaeT "BblCOKasi TOYHOCTb".



[a, 6ecnnaTHblii MHTEPHET-AOCTYN B Kade, OTeNnsax M aspornoprax SBASETCa OTAUYHOW

BO3MOXHOCTbIO BbIX0Aa B MHTEPHET. HO MHOrMe aKkcnepTbl cunTatoT, 4To obweaocTtynHele Wi-Fi cetn

He ABnsATCS 6e30MacHbIMU.

CoBeTbl No 6e3onacHOCTH paboTbl B 06LenocTynHbiX ceTax Wi-fi:

1.

He nepepnasaii CBOIO NNYHY0 MHGOopMaLmio Yepes obleaocTtynHble Wi-Fi cetn. PaboTasi B HUX,
»KenatesibHO He BBOAUTb Maponun A0CTyna, JIOMUHbI U Kakne-To HoMepa;

Mcnonb3yih M OBHOBNSIM aHTMBMPYCHblEe MporpamMmbl M 6paHaMayep. TeM caMbiM Tl
obe3onacumib cebsi OT 3aKkayky BMpYyCa Ha TBOE YCTPOWCTBO;

Mpu mcnonb3oBaHum Wi-Fi oTkntoum dyHkumio "O6wmin goctyn k dainam 1 npuHTepam”.
[aHHasa yHKUMS 3aKpbiTa MO YMOYaHWIO, OA4HAKO HEKOTOPbIE MOSIb30BaTENN aKTUBUPYIOT ee
Ansa yaobcrea ncnonb3oBaHus B paboTe nnu ydebe;

He ucnonb3yi nybnuunbii WI-FI ansi nepeaayum NMYHbIX AaHHBIX, HAaNnpUMep, Ansl Bbixoaa B
coumanbHble CETU NN B INEKTPOHHYHO MOYTY;

Mcnonb3yit ToNbKo 3alluniLeHHoe coeanHeHne Yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoaM uMeHHo "https://";

B MobunbHOM TenedoHe oTkoum dyHkumio "MoaknoveHune k Wi-Fi asTomaTtunyeckn”. He
JIONyckal aBTOMaTUYECKOro NoAKIIYeEHUs ycTporcTBa k ceTaM Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAST B Hally XW3Hb, MHOrne naun pa60Tar0T N XXUBYT TaM

MocTosiHHO, @ B Facebook yxxe 3aperncTpupoBaH MUINMApA YENOBEK, UTO SIBNISIETCS OAHOW CeabMOW

BCEX XWUTenen nnaHeTbl. MHorne nonb3oBaTenu He NMOHUMAIOT, 4YTO VIHCbOpMaLI,VIﬂ, pasMeLlleHHaa nMn

B COUMasibHbIX CETSX, MOXeT ObITb HailgeHa M WUCMosib30BaHa KeM yrogHo, B TOM 4uUCne He

o0b6s13aTenbHO ¢ 6/1arMMmM HaMepeHUsIMK.

OcHOBHble coBeTbl Mo 6€30NacHOCTH B COLMAIbHBIX CETSIX:

1.

OrpaHnyb CrMcoK aApy3ei. Y Tebs B ApYy3bsAX HE AO0/MKHO 6biTb C/lyYalHbIX M HE3HAKOMbIX
nonen;

3almilai CBOK YaCTHYIO XM3Hb. He ykasbiBall maponun, TenedoHbl, aapeca, AaTy TBOEro
POXAEHUS U APYTYIO NIMYHYIO MHGOPMaLMIO. 3M0YMbIWIEHHUKM MOTYT UCMOJb30BaTb AaXe
MHOPMaLMIO O TOM, Kak Tbl M TBOWM POAMTENW NNAHUPYETE NPOBECTU KaHWKY/bl;

3alMiLai CBOK penyTauumio - AEpXU ee B YMCTOTE U 3aJaBai cebe BOMpoC: XOTesn 6bl Thi,
yTobbl ApYyr1e Nosb30BaTeNN BUAENM, YTO Thl 3arpyxaellb? MogyMmaid, npexae YeMm Yto-To
ony6/nKoBaTh, HaNMCaTb U 3arpy3uTh;

Ecnu Thbl roBOpULLb C NOABMKU, KOTOPbIX HE 3HAELlb, HE UCMOMb3Yyi CBOE peanbHOE MMSA U
APYTYIO NINYHYIO0 MHOPMALIMK: UMS, MECTO XXUTENBCTBA, MECTO y4ebbl 1 npodee;

N36erait pasmelleHusi cotorpacduii B MHTEpHETE, rae Tbl U306paXKEH Ha MECTHOCTW, MO
KOTOPOM MOXXHO OMNpeaennTb TBOE MECTOMOJIOXKEHNE;

Mpy perucTpaumMm B COUMANbHOM CETU HEOBXOAMMO MCMOMb30BaTh C/IOXKHbIE Maposu,
cocTosime u3 6ykB v LMdp 1 C KONMYECTBOM 3HAKOB He MeHee 8;



7. [ns coumanbHoOW CETM, NMOYTbI U APYrMX CauToB HEOBXOAMMO MCMOMb30BaTh Pa3Hble Naposy.
Torpa ecnun Tebs B310OMAtOT, TO 3/10YMbILUNIEHHUKM NOJTy4YaT AOCTYN TOSIbKO K OAHOMY MECTy,
a He BO BCe Cpasy.

3J'IeKTpOH Hbl€ AEHbLIN

ONEeKTPOHHbIE [EHbIM - 3TO O4YeHb YAOGHBLIM Crnocob nnaTexen, OAHAKO CyLleCTBYHOT
MOLLUEHHWKM, KOTOPbIE XOTAT MOSyYUTb 3TN AEHbIN.

DNEKTPOHHbIE AEHbIMU MOSIBUIMCb COBCEM HEAABHO M MMEHHO W3-3a 3TOr0 BO MHOMMX
rocyAapcTBax A0 CMX MOP He NMPOMMCAHO MPO HWUX B 3aKOHaAX.

B Poccum e OHM (DYHKLIMOHMPYIOT M O HUX YXKe MPOMMCaHO B 3aKOHe, rAe UX pa3fensiioT Ha
HECKO/IbKO BUAOB - aHOHUMHbIE U HE @aHOHWUMHBbIE. Pa3Huua B TOM, YTO @aHOHUMHBIE - 3TO T, B KOTOPbIX
paspellaeTcs MNpoBOAMTb onepaumn 6e3 uaeHTUdUKaUMM NoNb30BaTeNs, @ B HEAHOHUMHbIX
naeHTUdMKaLUMa Nonb3oBaTeNs ABNSETCS 00s3aTeIbHON.

Takxke cnegyeT pasnuyaTb 3MEKTPOHHblE uaTHble AeHbrv (paBHbI TOCYAAPCTBEHHLIM
BaIlOTaM) U 3M1EKTPOHHbIE He(PUaTHbIE AeHbrN (He paBHbl rOCYapCTBEHHBLIM BanioTaMm).

OcHOBHbIe coOBeTbl N0 6e30nacHoi paboTte C 3/1IeKTPOHHbIMU A€HbraMu:
1. TpuBSHXM K CHETY MOBUNBbHBIN TenedoH. TO caMbil yA0OHbIV 1 BbICTPbIA CNOco6

BOCCTAQHOBWTb AOCTYN K cyeTy. [prBa3aHHbIM TenedoH NoOMOXeT, ecnn 3abyaellb CBOM

NNATEXHbI NAPO/b MW 3aliAellb Ha CalT C HE3HAKOMOIO YCTPOMNCTBA;

2. Wcnonb3yi ofHopa3oBble Naponu. MNocne nepexoaa Ha YCUNEHHYO aBTopu3aumio Tebe yxe
He ByAEeT yrpoXaTb OMacHOCTb KpaXKu UM nepexeaTta NiaTexHoro naposis;

3. Bblbepu cnoxHeblit naponb. MpecTynHukam 6yaeT He NPOCTO yrafaTb C/IOXKHbIN Naposib.
HapexHble naponu - 3To Naposnu, KOTopble coaepXxaT He MeHee 8 3HaKOB M BKJIOYaloT B
cebs CTpoYHble U NPONUCHbIE BYKBbI, UMGPbl U HECKOIbKO CUMBOSIOB, TaKMe Kak 3HaK
aonnapa, gyHTa, BocknMuaTenbHbIN 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW SIMYHbIE AaHHbIE HA caﬁTax, KOTOpPbIM HE AOBEPSELLb.

3J'IeKTp0HHaFI noyTa
ONeKTPOHHas MoyTa - 3TO TEXHONOrMSt U MpeAoCTaBfsiEMble €0 YCyrn Mo Mnepecbiike U
MOSTYYEHMIO SNTEKTPOHHbIX COOBLLEHMIM, KOTOpbIE pacrnpeaensitoTcs B KOMMbOTEPHON ceTu. OBblYHO
3/1EKTPOHHBIN MOYTOBbIM SILUMK BbIFNSAMT CleaylowmM 06pa3oM: MMs_MNosb30BaTeNnsi@UMsI_JoMeHa.
Tarke KpoMe nepeaayn NpPoOCToro TekcTa, MMeeTCs BO3MOXHOCTb NnepeaasaTh (anbl.
OcCHOBHble coBeTbl NO 6e3onacHon paboTe ¢ 3NEKTPOHHOM NOYTOMN:
1. Hapgo BbIGpaTb NpaBWIbHLIM MOYTOBbIA CEPBUC. B WMHTEpHETE €CTb OrpoMHbIA BbIGOP
6ecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO JTyylle AOBEPSTb TEM, KOO 3Haellb, M KTO MEpPBbIii
B PENTUHrE;

2. He ykasbiBall B JNIMYHOM MOYTE JSIMYHYO WHdOpMaumio. Hanpumep, nydwe BblbpaTb
"My3blKasbHbIV_(baHaT@" nnm "pok2013" BMecTo "Temal3";

3. Wcnonb3yi AByx3TanHyl aBTOpM3aumio. ITO Koraa MOMMMO Maponisi HYXKHO BBOAWUTbL KOA,
npucbinaembiii no SMS;



Bbibepy cnoxHbi Naponb. AN KaXAoro noyToBOro silMka A0/MKEH OblTb CBOM HaAEXHbIN,
YCTOMYMBbIM K B3/IOMY Naposb;

Ecnv ecTb BO3MOXHOCTb HanmucaTb CaMOMy CBOM JIMYHBIA BOMPOC, WCMOMb3yM 3Ty
BO3MOXXHOCTb;

Mcnonb3yi HECKONbKO MOYTOBbLIX ALWMKOB. [epBbIf ANg YacTHOM Mepenucky C agpecaTamu,
KOTOPbIM Tbl AOBEPsIEWb. ITO 3NEKTPOHHLIN aapec He HaZo MCNONb30BaTb NPU perncTpauum
Ha cdopyMax v canTax;

He oTkpbiBait aiinbl U Apyrue BOXEHUS B NWUCbMax, AaXe eC/IM OHWU MPULLAM OT TBOMUX
Apy3en. Jlydie yTOUYHW Y HUX, OTMPaBAsn N OHU Tebe 3T daiinsbl;

Mocne OKOH4YaHUs paboTbl HA MOYTOBOM CEpBUCE Mepes 3aKpbiTUEM BKIAAKU C CaiTOM He
3abyab HaXxaTb Ha "BbiATn".

KnbepbynimHr unmn BUpTyanbHOE U3AEBATENBCTBO

KnbepbynnuHr - npecneaoBaHme COOBLLEHNSMKN, coAepXXaLLMMM OCKOPONEHNS, arpeccuto,
3anyruBaHue; XynuraHcTBo; coLumanbHOe 60MKOTUPOBAHME C MOMOLLbIO Pa3fIMUHbIX MHTEPHET-

CepBUCOB.

OcHoBHble coeTbl N0 6opbbe ¢ knbepbynanHrom:

1.

He 6pocavicst B 60i1. Jlyuwwunii cnocob: NOCOBETOBATLCS Kak cebs BECTU U, ECZIM HET TOro, K
KOMY MOXHO 06paTUTbCA, TO BHAYase yCrnoKoMTbCS. ECIM Thl HaYHELb OTBEYATh
OCKOPHNEHNAMI HA OCKOPBEHNS, TO TOJILKO €elle 60/blie Pa3oXOKELIb KOHMIUKT;

Ynpaensiit cBoel knbeppenyTaumen;

AHOHWMHOCTb B CETU MHUMas. CYLLI,eCTBYI-OT Crnocob6el BbIACHUTb, KTO CTOUT 3@ dHOHNMHbIM
dKKayHTOM,

He CToWUT BECTU XynuraHckuii obpas BUPTyasibHOM XM3HU. UHTEPHET UKCUPYET BCE TBOU
LENCTBUS U COXpaHSET UX. YAanuTb UX 6yaeT KpaiHe 3aTpyAHUTENbHO;

Cobntogaii CBOK BMPTYaslbHYHO YeCTb CMOJIoAY;

MrHopuvpyi eamHnyHbIN Heratue. OaHOPa30Bble 0CKOPOUTENbHbIE COOBLLEHUS NyyLle
UrHopmpoBaTb. OBbIYHO arpeccus NPeKpaLlaeTcs Ha HauyanbHOM CTaamu;

BbaH arpeccopa. B nporpaMmMax 06MeHa MrHOBEHHbIMU COOBLLEHMSIMU, B COLMANbHBIX CETSIX
€CTb BO3MOXHOCTb 6/TOKMPOBKM OTMPABKM COOBLLEHUI C ONpeaeNneHHbIX aapecos;

Ecnu Tbl cBugeTens KM6ep6y1'I}'IMHFa. TBOM AENCTBUS: BbICTYNUTb NPOTUB NpecneaoBatens,
NnoKa3aTb €MY, YTO €ro [IENCTBUS OLIEHMBAIOTCA HEraTmBHO, NOAAEPXATb XEPTBY, KOTOpOl‘/JI
HY>XHa NCcnxonorn4eckas nomMoLlb, coobWnTb B3pPOC/ibIM O q)aKTe arpeccmMBHOro noBeaeHms B
CETU.

MobunbHbI TenedoH

CoBpeMeHHble cMapThOHbI M MAHLLETLI CoAepXaT B cebe BNonHe B3poCs/bii (pyHKUMOHAN, U

TeNnepb OHU MOIryT KOHKYpUpoBaTb CO CTaUMOHAPHbIMKU KOMIMbOTEPAMU. OpHako, CpeACTB 3alunTbl Ang



NoAo6HbIX YCTPOMCTB MOKa OYeHb Masno. TeCTMPOBaHWE U MOUCK YS3BUMOCTEN B HMX MPOUCXOAUT He
TaK MHTEHCMBHO, Kak ana MK, To e camoe KacaeTcs 1 MOBUNbHBIX MPUTOXKEHWNIA.

CoBpeMeHHble MObWIbHble Gpay3epbl Y€ MpaKTUYeCKM [AOrHanM HacTOSIbHbIE aHasnoru,
O[IHAKO paclumpeHue GyHKLUMOHaNa BnevyeT 3a CoboW 6ONblLUYd CNOXHOCTb M MEHbLIYHO
3aLUMLLEHHOCTb.

[aneko He BCe NpOM3BOAUTENM BbINYCKAOT OGHOBNEHWUS, 3aKpblBalOWME KpUTUYECKME
yS3BUMOCTW 4151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl AnsA 6e3onacHOCTM MO6unbHOro TenedgoHa:
1. Hwuuero He sBnsieTcs no-HactosweMy 6ecnnaTHbiM. Byab OCTOpoXeH, Bedb korga Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT 6blTb CKPbITbl KakMe-TO MnaTHbIE YCIyru;

2. [Oymain, npexnae yem otnpaBuTb SMS, ¢doTo nnm Buaeo. Tbl TOYHO 3HAELb, FAE OHU ByayT B
KOHEYHOM uTore?

3. Heobxoanmo 06HOBNATL ONEPALIMOHHYIO CUCTEMY TBOEro CMapTdOHa;
4. Vicnonb3yi aHTUBMPYCHbIE NPOrpaMMbl Anst MOBUNbHBIX TenedoHOB;

5. He 3arpy>|<a171 NPpUNOXeHna OT HEWU3BECTHOIN0O WCTOYHWMKa, BE€Ab OHW MOryT COAEPXATb
BpPEAOHOCHOE NMporpaMMHoOE obecrnieyeHune;

6. [locne Toro Kak Tbl BblAELb C CaiiTa, rae BBOAM IMYHYIO0 MHDOPMaLMIO, 3aian B HACTPONKU
bpay3epa u yaanu cookies;

7. Tepvioanyeckun NpoBepsii, Kakue naaTHble YCyr akTUBMPOBaHbl HA TBOEM HOMEpE;

8. [aBaii cBOW HOMep MO6UNILHOrO TenedoHa TONbKO NIOAAM, KOTOPbIX Thbl 3HAEWb U KOMY
AOBepsiELlb;

9. Bluetooth pomkeH 6bITb BbIK/OYEH, KOrAa Thbl UM He Mosb3yellbcs. He 3abbiBalt MHoraa
NpoBepsATh 3TO.

Online urpesl

COBpEMEHHbLIE  OHMAWH-UrPbl - 3TO  KPACOYHble, 3axBaTbiBalOWME  PaA3B/IEYEHUS,
O6'beLl,I/1H9|IOIJ.|,Me COTHU TbICAY Y€NnoBeK Mo BCEMY MUPY. MFpOKVI ncenenyroT Ll,aHHbIﬁ nM MUp,
obLwarTca apyr ¢ ApYroM, BbIMOSHSIOT 3afaHus, CpaXkatoTCs C MOHCTpaMu M MOSy4valoT onbIT. 3a
YAOBO/IbCTBMUE OHU MJIATAT: MOKYynatoT AUCK, onjiaymBatoT aboHeMeHT unm an06peTar0T KaKune-T1o
onunu.

Bce 3T cpeacTea nayT Ha Noaaep)KaHWe 1 pa3BUTUE UPbl, @ TakXke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYKOTCA CUCTEMbI aBTOPpU3aUnK, BbIMYCKAKOTCA HOBbIE MaTyun (LlVICprBbIe 3afaTtkn angd
NporpaMM), 3aKpbIBalOTCS YSI3BUMOCTU CEPBEPOB.

B I'IO,Cl06HbIX nrpax CTomT onacatbCA HE CTOJIbKO CBOMX COMEPHMKOB, CKOJIbKO KpaXXn TBOEro
naponsi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTOpM3aLMn B60MbLUMHCTBA Urp.

OcHoBHbIe coBeTbl N0 6e30MacHOCT TBOEro MrpoBOro akkayHTa.
1. Ecnu apyrow urpok Beaet cebs nioxo unm cosaaet Tebe HenpuaTHOCTK, 3abnokMpyi ero B

CMUCKE Urpokos,


https://%D1%81%D0%B0%D0%B9%D1%82%D0%BE%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8F.%D1%80%D1%84/

I'Io>|<any171cs1 AIMMHNCTPATOpPaM UIrpbl Ha MJIOXoe noBeaeHne 3TOro UrpokKa, XenaTebHo
NPUNOXNTb KaKNe-TO AO0Ka3aTeNbCTBa B BMAE CKPUHOB,

He yka3biBa NM4YHy0 nHdOpMaumio B npodanne urpbl;
YBaXkalt ApYrmMx y4acTHUKOB MO Urpe;

He ycTtaHaBnmBai HeoduumanbHble NaTym U Moabl;
Mcnonb3yi cnoxHble U pasHble Naponu;

[laxxe BO BPEMS Urpbl HE CTOMT OTKJIKOYATb aHTUBMPYC. MoKa Tbl Urpaellb, TBON KOMMbIOTED
MOTyT 3apasuTb.

OULWIMHE nnn Kpa>a JINYHbIX AadHHbIX

O6bIYHOWN KpaXxkel AeHEr U AOKYMEHTOB CErofHs Y>X€ HUKOro He YAMBWLLb, HO C pa3BUTUEM

MHTepHeT—TeXHOJ'IOFVIﬁ 3JIOYMbIWWNEHHUKN NEPEMECTUNINCL B UHTEPHET, U NMPOAO/DKAOT 3aHUMATbCA

"nobumbiM" genom.

Tak nosiBuiacb HOBas yrposa: MHTEPHET-MOLUEHHMYeCTBa W/u CbVILIJVIHF, rnaBHas LUeENb

KOTOPOro COCTOMT B MOJTyYEHUN KOHMDUAEHUMANBHBIX AAHHbIX NMOSb30BaTENEN - JIOTMHOB W Maposew.
Ha aHrnuiickoM sisbike phishing untaetca kak ¢uwuHr (ot fishing - pblbHas nosns, password -

naporb).

OcHoBHble coeTbl No 6opbbe ¢ PULINHIOM:

1.

Cneav 3a CBOMM akkayHTOM. Ecnv Tbl noAo3peBaeLlb, YTO TBOSI aHKETa Oblnla B3/IoMaHa, T
Heob6xoanMo 3abI0KMpPoBaTh €e U COObLNTL aAMUHMUCTPATOpPaM pecypca 06 3TOM Kak MOXHO
cKkopee;

Mcnonb3yit 6e3onacHble Be6-caliTbl, B TOM YNCNE, MHTEPHET-MarasvHOB M MOUCKOBbIX
cuUcTeM;

Mcnonb3yi CnoXxHble U pasHble Naponu. TakuMm 06pas3oM, ecnu Tebsi B3OMatoT, TO
3/T0YMBILLSIEHHMKM NOJTyYaT AOCTYMN TObKO K OAHOMY TBOEMY MPOdUII0 B CETU, @ HE KO
BCEM;

Ecnu Tebs B3noManu, To HeobxoAnMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIE
nobaBneHbl y Tebs B Apy3bsix, O TOM, YTO Tebsi B3IOManu 1, BO3MOXHO, OT TBOEr0 MMEHU
6yAeT paccblnaTbCsl CMaM M CCbIKU Ha OULLMHIOBbLIE CalThI;

YcTaHoBM HaaexHbI naponb (PIN) Ha MO6UNbHBIN TenedoH;
OTKN0UN coxpaHeHue napons B 6paysepe;

He oTkpbiBalt daiinbl 1 Apyrve BNOXEHWUS B MUCbMaX, AaXe eCiv OHU MPULLK OT TBOUX
Apy3€eit. Jlydlle yTOYHW Y HUX, OTMPaBNS/IN N1 OHU Tebe 3Tu dalnbl.

Lncdposas penytaums

LlMCprBaFI penyTaund - 3To HEraTuBHaAsA UM NO3UTUBHAA IAHCI)OpMaLWIﬂ B ceTun o Tebe.

KomnpomeTupytowas MHhopMaums, pa3MeLLeHHas B UHTEPHETE, MOXKET Cepbe3HbIM 06pa3oM

OTpa3nTbCsl Ha TBOEW pearnbHOM Xu3Hu. "LindpoBas penytaums” - 3TO TBON UMUAXK, KOTOPbIN

dopmumpyeTcs U3 nHdopmauunn o Tebe B UHTEPHETE.



TBOE MeCTO XUTEeNbCTBA, ydebbl, TBOE (PMHAHCOBOE NONOXEHME, 0COBEHHOCTN XapakTepa K
pacckasbl 0 6/IM3KMX - BCE 3TO HAKaMNIMBAETCS B CETW.
MHOrve NoApOCTKM NErKOMbIC/IEHHO OTHOCATCS K Ny6nmkaumnm nnyHon nHdopMauum B MIHTEepHeTe,
HEe MOHMMas BO3MOXHbIX NOCNEACTBUN. Thl AaXKe He CMOXELLb AoradaTbcs O TOM, 4To doTorpacdus,
pa3MelleHHasi 5 neT Ha3ad, CTana NpUYMHOM OTKasa NpuHsTL Tebs Ha paboTy.
KoMMeHTapum, pasMelleHne TBomx doTorpacuii U apyrue AencTBns MOryT He UCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX YAanuwWb. Tbl HE 3HAELlb, KTO COXpaHWA 3Ty UHMOPMaUMIo, nonana /M oHa B
MOUCKOBbIE CUCTEMbI M COXPaHWIACh /I OHA, @ MAaBHOE: YTO NoAyMaloT 0 Tebe oKpyXaroLwme naun,
KOTOpble HakayT M yBMAAT 3T0. HalT nHdopMaLmIo MHOTO NIET CYCTS CMOXET Nt060M - Kak U3
A06pPbIX NOBYXXAEHWUIM, TaK U C HAMEPEHUEM NPUYNHUTL BPed. TO MOXET ObITb KTO YroAHo.
OCHOBHbIE COBETbI MO 3almnTe LUMMPOBOIA penyTaumnm:

1. Moaymaii, npexae 4yeM 4To-To Nyb6nmMKoBaTb M NepeaaBaTtb y cebs B 6ore unm B

COLIMAIbHOW CeTY;

2. B HacTpoiikax npocuns yCTaHOBM OrpaHUYeHMst Ha NPOCMOTP TBOEro Npocuss U ero
COAEPXXMMOrO, CAENal ero Tonbko "ans apysen";

3. He pasMellai 1 He ykasbiBai MHGOPMaLMIO, KOTopasi MOXET KOro-mbo ockopbnaTb unm
obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOMbHUKM - aKTUBHblE MOfb3oBaTenn UndpoBoro npocrpaHcTea. OaHaKo
[AneKko He BCe 3HAlOT, YTO MOSb30BaHME MHOMMMW BO3MOXHOCTSIMM UMdpoBOro Mupa Tpebyet
cobnoaeHns Npas Ha MHTENNEeKTyanbHY0 COBCTBEHHOCTb.

TepMUH "WHTennekTyanbHas COBCTBEHHOCTL" OTHOCUTCS K  PasfiMyHbiM  TBOPEHWUSM
4eNIoBEYECKOro yMa, HauymHasi C HOBbIX M300pETEHMIN U 3HAKOB, 0603HaYaloLWMX COBCTBEHHOCTb Ha
NpoayKTbl M YCNIyrM, M 3akaHuMBasi KHuramu, gotorpaduvsiMn, KMHOMDWUIbMAMU U My3blKanbHbIMU
npou3BeaeHUSIMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTYasbHYt0 COBCTBEHHOCTb Ha MPOM3BEAEHUS HAYKK,
nuTepaTypbl M UCKycCTBA. ABTOPCKME MpaBa BbICTYNalOT B KayeCTBE rapaHTMM TOro, u4TO
WHTENNEeKTyaNbHbIN/TBOPYECKUA TpyA aBTopa He OydeT HanpacHbiM, AAacT eMy CrpaBef/vBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero TpyAa, Nony4nTb M3BECTHOCTb U Npu3HaHue. HUKTo
6e3 paspelLeHns aBTopa He MOXET BOCMPOM3BOANTb €ro Npov3BeAeHne, pacnpoCTpaHaTb, Ny6aMyYHO
AEMOHCTPUpPOBaTb, NpoAaBaTb, MWMMOPTUPOBATb, MNyckaTb B MNpoKaT, MNybAMYHO MCMOMHATD,
NoKa3blBaTb/UCMONHATL B 3hMpe unu pasmewlatb B HTepHeTe.

Mcnonb3oBaHue "nupaTckoro” nporpaMMHOro obecrneyeHus MOXET MPUBECTM K MHOMMM
pVCKaM: OT MOTEPU AaHHbIX K TBOMM aKKayHTaM [0 6/I0KMPOBKM TBOEMO YCTPONCTBA, rAe YCTaHOBMIEHA
HeneranbHas nporpamMma. He ctouT Takxe 3abbiBaTb, YTO CyLECTBYIOT NeranbHble n 6ecrnnaTtHble
NporpamMmsbl, KOTOpbIE MOXXHO HAaWTW B CETU.
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